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 Develop a scoping boundary around 

the technology, people and places that 

will process, store or transmit CDI 

 If possible, segment off that technolo-

gy to limit the exposure to CDI in the 

organization 

 Apply the requirements dictated in the 

contract around the technology, peo-

ple and locations in the scoping 

boundary 

 Assess your organizations application 

of requirements using assessment cri-

teria referenced in the requirements  

Other Considerations 

Executive Summary 

Controlled Unclassified Information (CUI) Registry 

 Not all information listed in the National Archives and Records Administra-

tion (NARA) Controlled Unclassified Information (CUI) registry is CUI for your organi-

zation.  The information categories are general categories for the Federal Govern-

ment to follow.  The information in those categories must fall under the specific 

codified rule to be considered CUI.  When the government is issuing a contract, they 

must specify to the performing contractor what information will be generated under 

the performance of the contract that will under the governance of the codified rul-

ing.   

Covered Defense Information (CDI) 

Determining if you have Covered Defense Information (CDI) today or antici-

pating where CDI may reside once awarded a contract can be a challenge.  

Controlled Unclassified Information (CUI) is a type of CDI, so we work on de-

termining if CDI in your environment. We will focus on items in the list be-

low. 

• Identify requirements in the contract 

• Understand what the requirements are and how they apply to your organi-

zation 

• Work with your organization to understand how they plan on executed the 

contract (should be completed when determining if your organization will 

submit a proposal) 

• Create diagrams to understand where data will flow in your organization 
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NARA CUI Index Groups 

Covered Defense Information (CDI) 

• “Covered defense information” means unclassified controlled technical information 
or other information, as described in the Controlled Unclassified Information (CUI) 
Registry at http://www.archives.gov/cui/registry/category-list.html, that requires 
safeguarding or dissemination controls pursuant to and consistent with law, regula-
tions, and Governmentwide policies, and is— 

• (1) Marked or otherwise identified in the contract, task order, or delivery 
order and provided to the contractor by or on behalf of DoD in support of 
the performance of the contract; or 

• (2) Collected, developed, received, transmitted, used, or stored by or on 
behalf of the contractor in support of the performance of the contract. 

 

Definition from DFARS 252.204-7012 

• Critical Infrastructure 

• Defense 

• Export Control 

• Financial 

• Immigration 

• Intelligence 

• International Agreements 

• Law Enforcement 

• Legal 

• Natural and Cultural Resources 

• North Atlantic Treaty Organization 

(NATO) 

• Nuclear 

• Patent 

• Privacy 

• Procurement and Acquisition 

• Proprietary Business Information 

• Provisional 

• Statistical 

• Tax 

• Transportation 
 

Are you engaged into a contract 

with the Department of Defense 

(Contract, Task Order or 

Delivery Order)?

It is not CDI

It is CTIIt is CDI

Has the information 
been marked or 

otherwise indicated 
that is it CUI and 
provided by the 
Government? 

YES

Is the information listed in the 

CUI Registry and fall under the 

referenced law, regulations, or 

Governmentwide policy? 

Did you collect, develop, 
receive, transmit, use, or store 

it in support of the 
performance of the contract? 

Has the government 
contracting authority 
provided guidance on 

how the documentation is 
to be marked according 

to the distribution 
statements in DoD 

52030.24? 

YES

YES

NO

YESNOYES NO

NO

NO

Is the information 
CDI?

CDI Determination Workflow 
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Question 1 

Does the document have a distribution 

statement from DoD 5230.24 Con-

trolled Technical Information (CTI)? 

Question 2  

Or; does the document contain other 

information in the CUI registry that 

requires safeguarding or dissemination 

controls pursuant to and consistent 

with law, regulations, and Govern-

mentwide policies 

 This means, if you review the CUI 

Categories, select on of the specific 

items in the category, you will find 

the “Safeguarding and/or Dissemi-

nation Authority” block with a 

Codified requirement (x USC xxx).  

If you open that codified require-

ment, it should state specifically 

the information type that has to be 

safeguarded.  

 There may be multiple Codified 

references for a CUI category.  Re-

member NARA had to review all 

codified rules and categorize the 

references to specific data types 

that all government agencies could 

use that would be similar enough. 

How do you get CDI in your environment 

How to determine if the information is Covered Defense Information (CDI)? 

The key reference here is CDI, because it is specifically called out in DFARS 252.204-

7012 and is key to identifying what information is considered CUI in your environ-

ment.   

Determining how you get CDI into your environment is challenging, especially if you 

are trying to do it on your own.  The organization should get together and talk about 

their overall business process flow.  If your organization has a Federal business 

group, you may want to focus on that specific group first.  Using a business process 

flow data collection tool to focus on specific questions during all phases of the busi-

ness capture and execution process will be essential to understand how CDI may get 

into your environment, keeping in mind your environment includes people, technol-

ogy and locations.  You may received physical CDI and not digital, so if your focus is 

solely on your Information Technology Systems, you will be missing the other 2/3rds 

of the scope.  

 

Federal Government Sensitive Unclassified Information Categories (Contract Related) 
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 If you answered yes to question #1 or #2, 

then you need to go through the next 2 

questions; if you answered no to both 

question #1 and #2, it is not CDI. 

 Was the information marked or otherwise 

identified in the contract, task order, or 

delivery order and provided to the con-

tractor by or on behalf of DoD in support 

of the performance of the contract;? 

 Or was the information collected, devel-

oped, received, transmitted, used, or 

stored by or on behalf of the contractor in 

support of the performance of the con-

tract? 

Question 3 

Following Data 

The Business Process Flow 

 A Sample Business Process Flow document can be found in below, courtesy 

of cuick trac™. During this exercise you should be identifying how the business is 

receiving or sending information, such as via email, website, postal carrier or other 

methods.  In the Business Process Flow there is a line between project award and 

project execution, this is because the information will not be CDI in the earlier phas-

es before that line (in most cases), this is because in order for something to be con-

sidered CDI, it must be as part of the performance of a contract. 

 Electronic: Electronic information may enter your environment through web-

sites, file sharing, collaboration platforms and/or email. Your organization 

should develop a Data Flow Diagram which can be developed following your 

business process flow.  

 Paper: Paper may enter your organization from a person, postal/shipping ser-

vice, fax (yes they are still used) or even someone internally printing a digital 

version… people still use notebooks too 

 Media: Digital data that could have been retrieved from the areas identified 

previously could have been put onto removable media and transferred to your 

systems.  CD, DVD, USB Data drives, or even small media devices (SD, microSD, 

MiniSD or others).  Also remember that cameras or other smart devices could 

be connected to systems to transfer the information (cell phone, media players) 

 Hardware: Your organization may be machining or integrating products which 

may be CDI afterwards.  Maybe your organization is putting final touches on a 

product that is already CDI.  These devices will either be made by your people 

and technology or received from postal/shipping sources (maybe even hand 

carried by the supplier or an employee). 

 Cuick trac™ is a privately hosted, managed, & 

secure CUI enclave for organizations who 

need to comply with NIST 800-171 & CMMC 

2.0, Level 2.  

 

612-428-3008 

715 Florida Ave S Ste 210 

Minneapolis, MN 55426  

Contact Us | cuick trac™   

Business Process Flow Diagram 
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Section 874 of the 2023 National 

Defense Authorization Act 

How to identify what information will be CUI, CTI, CDI? 

When thinking about these types of media and the way they get into your organiza-

tion (or out of it) it may make it a little easier to start scoping out your environment 

and setting up controls to prevent the information from getting out of control.  

Technical controls are not the only type of controls your organization should be 

putting up to control the flow of CDI in the environment.  Also remember that the 

information would only be considered CDI if it was already marked, or it is communi-

cated to you through a contract, terms and conditions, a purchase order or other 

official medium stating that specific information is CDI. In a contract it should be 

found in one of the following locations (as communicated in DoD publications and 

the DFARS clauses); 

• The Statement of Work (SOW) or Performance Work Statement (PWS) 

• An attachment to the SOW, such as a specifications or requirements document 

• SOW Contract Data Requirement List (CDRL), DD Form 1423, Block 9 or Block 16 

• A Security Classification Guide (SCG) 

• Program Protection Plan (PPP) 

 

How do I label this 
information?

Is this being 
generated for 

the government 
under a contract

The Information is 
not FCI, CUI or 

Classified

No

Is the information 
you are generating 

listed in a CDRL?

Is the information you 
are generating listed 

in a Security 
Classification Guide 

under your existing DD 
254?

Does the CDRL 
Block 9 or Block 16 

state the 
information is 

CUI?

Formally request the 
contracting officer 

to provide a 
reference.

Yes

No

Yes

Is the information you 
are generating listed 
in the Statement of 

Work (SOW) or in an 
attachment to the 

SOW as CUI or higher?

No

Mark as directed in 
the government 

provided reference

Were you 
provided a 
reference?

Yes

Yes

Yes

Do you suspect 
the information 
may be CUI or 

higher by means 
of a derived 

source (such as 
ISOO)?

No

Yes

No
Is this being 

generated for or 
on behalf of the 
government that 
is not intended 

for public 
release?

The information is 
considered FCI

No Yes

No

Government 
Program 

Manager to 
provide 

information

Are you a 
Subcontractor?

Formally request the 
Prime contractor for 

a reference.
Yes

No

Yes

You will need to 
follow your 
contractual 
agreement 

(contract, terms & 
conditions, purchase 

order) to force a 
determination. 

No

SEC. 874. INCORPORATION OF CONTROLLED UNCLASSI-
FIED INFORMATION GUIDANCE INTO PROGRAM CLASS-

FICATION GUIDES AND PROGRAM PROTECTION PLANS.  

(a) UPDATES REQUIRED.—  

(1) IN GENERAL.—The Secretary of Defense 

shall, acting through the Under Secretary of Defense for 

Intelligence and Security and the Under Secretary of 

Defense for Research and Engineering, ensure that all 

program classification guides (for classified programs) 

and all program protection plans (for unclassified pro-

grams) include guidance for the prop-er marking for 

controlled unclassified information (CUI) at their next 

regularly scheduled update.  

(2) ELEMENTS.—Guidance under paragraph  

(1) shall include the following:  

(A) A requirement to 

use document portion markings 

for controlled unclassified infor-

mation  

(B) A process to ensure 

controlled unclassified infor-

mation document portion mark-

ings are used properly and con-

sistently.  

(b) MONITORING OF PROGRESS.—In tracking the progress 

in carrying out subsection (a), the Under Secretary of 

Defense for Intelligence and Security and the Under 

Secretary of Defense for Research and Engineering 

shall implement a process for monitoring progress that 

includes the following:  

(1) Tracking of all program classification 

guides and program protection plans so they include 

document portion marking for controlled unclassified 

information, and the dates when controlled unclassified 

information guidance updates are completed. 

(2) Updated training in order to ensure that 

all government and contractor personnel using the 

guides described in subsection (a)(1) receive instruction, 

as well as periodic spot checks, to ensure that training 

is sufficient and properly implemented to ensure con-

sistent application of document portion marking guid-

ance. 

(3) A process for feedback to ensure that any 

identified gaps or lessons learned are incorporated into 

guidance and training instructions. 

(c) REQUIRED COMPLETION.—The Secretary shall 

ensure that the updates required by subsection (a) are 

completed before January 1, 2029. 

FCI or CUI Determination Workflow 
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Controlled Technical Information (CTI) 

Definition from DFARS 252.204-7012 

“Controlled technical information” means technical information with military or 

space application that is subject to controls on the access, use, reproduction, modifi-

cation, performance, display, release, disclosure, or dissemination. Controlled tech-

nical information would meet the criteria, if disseminated, for distribution state-

ments B through F using the criteria set forth in DoD Instruction 5230.24, Distribu-

tion Statements on Technical Documents. The term does not include information 

that is lawfully publicly available without restrictions. 

DoDi 5230.24 

Ensure that the controlling DoD office that created or sponsored the work exercises 

its inherently governmental responsibility to determine the appropriate marking in 

accordance with this Instruction, Reference (j), and Volumes 2 and 4 of DoD Manual 

5200.01 (Reference (l)), and that all technical documents, including research, devel-

opment, engineering, test, sustainment, and logistics information, regardless of me-

dia or form, are marked correctly. 

DoD distribution statement markings shall not be required on technical proposals or 

similar documents submitted by contractors seeking DoD funds or contracts; howev-

er, markings prescribed by applicable acquisition regulations shall apply. 

Executive Order 13556  

 

DFARS 252.204-7012  

 

DoD 5200.48P  

 

DoD 5230.24  

 

DoD 5200.01 Volume 1—DoD Information Secu-

rity Program Overview, Classification and De-

classification 

 

DoD 5200.01 Volume 2—DoD Information Secu-

rity Program—Marking of Information 

 

DoD 5200.45—Instructions for Developing Secu-

rity Classification Guides  

 

DoD CUI Program 

 

NARA CUI Program 

 

DD Form 1423-1 (CDRL)  

 

Developing & Using Security Classification 

Guides 

 

Program Protection Plan Template (PPP)  

 

Statement of Work Template (SOW) - MIL-STD-

961 

 

MIL-HDBK-245D DoD Handbook for Prepara-

tion of Statement of Work  

 

Performance Work Statement Handbook 

Resources 

Controlled Technical Information Distribution Statements 
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https://www.acqnotes.com/Attachments/Developing%20a%20Performance%20Work%20Statement%20Handbook%20%E2%80%93%20Sept%202009.pdf
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The Defense Industrial Base (DIB) is contracted out to perform 

these services for the Federal Government because the Federal 

Government doesn’t have the capabilities or expertise to perform 

it in a similar fashion.  It will require DIB companies to work closely 

with the government contracting officers to identify the types of 

information being generated, at which phase and if the DIB compa-

ny thinks it may fall under one of those categories.  The DIB must 

also be prepared to defend if something should not fall under one 

of those categories.   

 Remember, open the reference in the CUI Registry category to 

the applicable Government Law (applicable Code of Federal 

Regulations) that provides details about the information that 

needs to be protected as CUI, it is not all information associat-

ed with that particular index group. 

While many organizations are hoping that the 2023 NDAA Section 

874 will be the savior for identifying CDI, CDI or CUI in contracts, 

the chances are that it will not be comprehensive enough to clearly 

communicate if the information is to be marked or protected as 

such. 

Summary 
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Protect the information 

1. Review Contracts—Review your SOW, PWS, CDRL, Specifica-

tions, Purchase Orders, Terms & Condition to see what type of 

information is to be considered FCI, CDI, CTI or CUI 

2. Business Process Flow—Understand how your business uses 

information, write it down. 

3. Data Flow—Develop Data flow diagrams to map how your 

business uses information to the technology. Also look to see 

how it is to be shared (internal & external) to setup your 

boundaries 

4. What you Create—What will be created during the execution 

of the contract? Talk to the contract execution team, are you 

making code, drawings, slides, documents, spreadsheets, un-

processed data, processed data, visualizations, taking in some-

one else’s proprietary information, etc… Create a cross refer-

ence table and determine if those types of information “may” 

be considered FCI, CDI, CTI, CUI.  Follow the flowcharts to 

determine if it falls into one of the categories.  Send the cross-

reference to your government contracting officer.  It would be 

best to do this in the RFP phase, since it could impact work-

flows, costs and timelines. 

5. Develop your Policies, Practices, Procedures, Processes and 

technical controls to protect the information following NIST 

SP800-171 revision 2 

6. Education and Training—Provide Education to the personnel 

that will be working on the project.  Outline what information 

is sensitive and how they should be using the company re-

sources to protect it (e.g. if you need to send the information 

to an external organization, use this tool and follow that 

standard operating procedure). Communicate with your sup-

pliers and sub contractors 

https://www.ndia.org/
https://ashlandbusinessassociation.com/
https://classmgmt.com/
https://www.auvsi.org/
https://www.ncmahq.org/
https://www.senedia.org/
https://www.mxdusa.org/partners/
https://www.vip.vetbiz.va.gov/Search/BusinessProfile/12953f78-9a01-e911-944e-0050568df19d
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